Carlisle City Council
Data Protection Policy Summary

Overview

The New Data Protection Act 1998 carries forward the elements from the legislation introduced in 1984, and imposes stringent requirements that any organisation holding personal data must comply with. The legislation states that all processing undertaken must be fair and lawful, accurate and up-to-date, and that the data is adequate, relevant, not excessive and is held for no longer than is necessary. It also becomes mandatory that appropriate technical measures are taken to prevent unauthorised or unlawful processing or disclosure of data. This includes accidental loss or destruction of, or damage to, personal data.

Personal data can only be processed if one of the following applies: an individual has given consent; that it is part of a contract; it is a legal obligation; it is necessary to protect the individual. The rules also introduce "sensitive personal data", which includes any that are racial or ethnic in origin, political affiliations, religious or other beliefs. This data demands greater protection and one of the following must be true: an individual's explicit consent is required; is a legal requirement; to protect the VITAL interests of the individual. Where consent is obtained, the individual must be made fully aware of the purposes for which the data is to be used and of any recipients. 

Another huge change makes data held in manual or paper form subject to the Act. So any personal details stored in a paper format must be registered and the above conditions apply. 

Individuals' rights are extended with further provisions to enable anyone to see a full description of the data held about him, on payment of a fee. This information has to be altered if it is inaccurate or likely to cause damage or distress. Individuals can also request details of how automatic decision-making processes operate. This can impact on the use of data for direct marketing, either by mail or telephone. Compensation can be claimed for damage caused by breach of the Act. 

Everyone should be aware of the Data Protection Act, and their responsibilities, especially that individual staff members can be personally liable (a fine and criminal record) for breaches of the Act, if acting outside their authority.

Carlisle City Council has ran a number of training sessions for all personnel on aspects of Data Protection, if you require such training could you contact the CTU or use your PDI Training Requirements to request a course.
Data Protection Policy

Carlisle City Council
Carlisle City Council’s Data Protection Policy is based on the Data Protection Act 1998. It should be read in conjunction with the Appendices and the Definitions Section which contain details of some of the terms used throughout this policy. The policy document is maintained by The Council’s Data Protection Officer (DP Officer) and the latest version will be lodged on the Council’s Intranet Service. The DP Officer is assisted in all matters relating to Data Protection by the departmental representatives. These representatives have been appointed by their Chief Officer, and are the DP Officer’s contact into all departments/sections.

Definitions

Data Subject
Any living individual about whom data is processed.

Personal Data

Personal data means data which relates to a living individual who can be identified from that data or from that data and other information which is in the possession of, or likely to come into the possession of The Council. For example data relating to employees, tenants, suppliers, debtors, creditors, customers, clients, business contacts, etc, these individuals (and partnerships) are referred to as ‘data subjects’.

Sensitive Personal Data
Sensitive personal data is a new category for data  introduced in the Data Protection Act 1998 and refers to information relating to the racial or ethnic origin of the data subject, his political opinions, religious beliefs, trade union membership, sexual life, physical or mental health or condition, or criminal offences or record.

Processing
Processing in relation to data (or information) means virtually any use which can be made of the data, from collecting the data, using it, storing it, and destroying it. It is difficult to envisage any action involving data which does not amount to processing within this definition. 

Manual Data
Manual Data covered by the Data Protection Act 1998 is any non-automated information system (paper files, card index, rollerdex, non-automated microfiche) or ‘relevant filing system’ referring to data subjects, which is structured, either by reference or by criteria relating to individuals, in such a way that specific information relating to particular data subjects is readily accessible. 

Statement of Intent

Carlisle City Council will be taking advantage of the transitional provisions made under the Data Protection Act 1998, whereby a Data Controller (i.e. The Council) does not have to comply with all the provisions of the Act immediately it comes into force, allowing a period until 23/10/07 for manual data processing already underway as at 24/10/98, any new processing will immediately be covered by the New Act. 

Individuals whose information is processed by The council can be assured that Carlisle City Council intends to fulfil all its Data Protection obligations. It is possible that other legislation may override Data Protection law – individuals should note that The Council intends to fulfil all its legal responsibilities. This policy document applies only to information covered by the Data Protection Act 1998 and will be amended as necessary according to the laws of England and Wales.

Fair and Lawful processing
The Council will justify all processing of personal data under one of the following conditions:-

· the data subject has given his consent to the processing;

· the processing is necessary for the performance of a contract or the entering into a contract to which the data subject is party;

· the processing is necessary for compliance with a legal obligation to which the Council is subject;

· the processing is necessary in order to protect the vital interests of the data subject;

· the processing is necessary for the administration of justice; or

· the processing is necessary for the purpose of the legitimate interests of the Council provided such processing does not harm the legitimate interests of the data subject.

Where the Council processes sensitive personal data, at least one of the following conditions will also be true:-

· the data subject has given his explicit consent;

· the processing is necessary for the Council to comply with Employment Law;

· the processing is necessary to protect the vital interests of the data subject, where it cannot be reasonably expected to obtain explicit consent, or to protect another persons vital interests where consent by or on behalf of the data subject has been unreasonably withheld;

· the information contained in the personal data has been made public as a result of steps deliberately taken by the data subject – e.g. Council Members political opinions are public by their very nature;

· the processing is necessary in connection with legal proceedings, obtaining legal advice, and for the purpose of establishing, exercising or defending legal rights;

· the processing is necessary for the administration of justice, functions of enactment, and functions of the Crown, a Minister of the Crown or a government department;

· the processing is necessary for medical purposes only when undertaken by a health professional or other person who owes a duty of confidentiality which is equivalent to that which governs a health professional;

· the processing is necessary for the commitments to Equal Opportunity and is carried out with appropriate safeguards for the rights and freedoms of data subject; or

· the processing is specified by the relevant Secretary of State.

Departments will address their minds to the requirement to have legitimate basis for processing and continually review current processing. Failure to meet the conditions for personal and sensitive personal data will mean that The Council is in breach of the Data Protection Act 1998 and therefore subject to possible enforcement action by the Data Protection Commissioner.

When the Council collects data, the data requested will be adequate for the specified purpose(s), it will be relevant and not excessive. Carlisle City Council will hold the minimum personal data necessary to enable it to perform its functions. The Council will always inform its’ data subjects, when obtaining data, of all the purposes for which that data will be used. Those purposes will be notified to the Data Protection Commissioner, and the data will never be used illegally. 

The Council will endeavour to ensure that all data is accurate and up-to-date, and will correct inaccuracies quickly. Carlisle City Council will only hold personal data for as long as is necessary for the notified purpose(s), after which time it will be deleted. Where details of individuals are stored for long term archive or historical reasons and it is necessary to retain personal details within the records, it will always be done within the requirements of the law. Redundant personal data will be destroyed under the Council’s procedure for the disposal of confidential waste. A copy of the procedures is in Appendix(a). In general, paper waste is shredded and magnetic media (tapes, discs and CD archives) are electronically “wiped” or physically destroyed beyond recovery.

Consent

Carlisle City Council will not infer consent by non-response to a communication, consent will not be obtained through duress or on the basis of misleading information. In some cases implied consent may be sufficient, but where consent is sought, the data subject will be informed of the reasons for which the data is being obtained, to aid the data subject to make an informed decision. Where explicit consent is required (for the processing of sensitive data) the data subject will be given specific details of the processing, the type of data to be processed, the purpose of the processing and any special aspects of the processing which may affect the individual, for example disclosures. All data gathering forms will have a Fair Processing Statement on them, and where information is gathered over the telephone, or the internet, individuals will be well informed. The Fair Processing Statement will have to include:-

· the name “Carlisle City Council”;

· the purpose or purposes for which the data are intended to be processed; and

· any further information as necessary, such as disclosures, that will enable the fair processing of the data.

an example of a “Fair Processing Statement” for a Housing Benefit form could read:-

The information provided on this form is confidential and Carlisle City Council will use it only to work out any Housing Benefit, Council Tax Benefit or Second Adult Rebate you may be entitled to, and to check that you are paying the right amount of Council Tax. Carlisle City Council has a duty to detect and prevent fraud, these details may be processed electronically to discover whether any fraud has taken place, this electronic process is also checked manually. We may also pass on certain details to the Benefits Agency, the Council Tax Department, the Housing Department and the Rent Officer.

Security Measures
The Council has implemented appropriate security measures in line with the Data Protection Act 1998. In particular unauthorised staff and other individuals are prevented from gaining access to personal information. Appropriate building security is in place with visitors being received and supervised when outside public areas, where information about individuals is stored. All third party contractors are requested to sign a statement of privacy (Appendix(b)), to protect personal information which they may inadvertently see during their time on site. Computer systems are installed with password controls and, where necessary, audit and access trails to establish each user is fully authorised. I addition, employees are fully informed about overall security measures and the importance of their role in the success of those measures. Security arrangements are reviewed regularly. All new computer systems will be designed to provide appropriate security measures for the level of personal data being processed. The necessary level of security for each new system will be judged on the sensitivity of the data to be administered, and this will be brought to the attention of third party suppliers when tendering for new systems, and will be part of any new contracts.

Officers of the Council will not under any circumstances take sensitive personal data home, or access personal data from home, for use on home computers, or on a Council laptop/notebook PC. This information will not be downloaded, carried home on diskettes/CDs/tapes, printed out and carried home, or e-mailed to ones’ own e-mail address. The Council is covered to hold personal data, for the notified purpose(s) and although the processing may be legal, the appropriate security measures, as discussed above, would not be in place to do such processing at home. The processing/carrying of some information may be permitted, but this will be judged on an individual basis, and there must be adequate security arrangements for the level of data, for example, password protection or encryption. Employees must check with the Council’s DP Officer for guidance.

Transfers Overseas

The Data Protection Act 1998 states that “..Personal data shall not be transferred to a country or territory outside the European Economic Area (EEA - EU Member states together with  Iceland, Liechtenstein and Norway – a list of all countries who the Commissioner deems to have adequate protection will be on the Data Protection Commissioners Web Site), unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data…”. Although Carlisle City Council has no direct dealings in personal information with any country outside the legislation, this statement becomes important with the emergence of the Internet and the Councils’ increased use of  Web Technologies. Any individuals whose personal details (Name, picture, etc) appear on our Web Sites, will have been equipped with the full implications of doing so, and have given their “informed” consent for their personal details to be processed in such a way. 

Appendix (a)
The Data Protection Officer, along with departmental representatives, will endeavour to meet on an annual basis to discuss, amongst other things, the life of data currently held by their departments and whether some data might have outlived its purpose. This will include reviewing the policy of archive and storage, and disposing of magnetic and paper copies of sensitive data. 

All sensitive data on paper will be collected by a licensed confidential waste disposer for shredding, this will be followed by certification that the correct number of bags were destroyed, and on what date. This should tie in with the records kept by the individual departments, so that every bag sent for destruction is accounted for.

PC diskettes will be electronically wiped where appropriate, or totally destroyed. Tapes used by the major corporate systems, are physically destroyed, or overwritten.

Carlisle City Council’s Data protection Officer :-
Fiona Musgrave

IT Services

Civic Centre

Carlisle

CA3 8QG

Tel : 01228 817258

Fax : 01228 817260
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fionam@carlisle-city.gov.uk
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